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Filing Description:

State Auto is submitting this rates and rules filing to introduce a new product, CyberSecure Coverage, that responds to the
threat of unauthorized intrusion into or interference with an insured’s computer systems. This product includes coverages that
address damage to data and systems from a computer attack and the liability that may arise from insufficient systems security.
A corresponding form filing has been submitted separately, as required.

Attached are the following:

* Manual Pages
» Supporting Documentation

As this is a new product for State Auto, there is no effect on any insureds and there is no rate impact resulting from this filing.
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EXCEPTION PAGE

Rule N. Cybersecure Coverage

1.

Description of Coverage

The CyberSecure coverage is comprised of two coverage components — first party Computer Attack
coverage and third party Cyber Liability coverage.

a. Computer Attack Coverage can be offered on a Full or Limited basis:

1) Full Coverage

a)

b)

d)

e)

Data Restoration Costs - Coverage for the cost of a professional firm hired by the insured
to replace lost or corrupted data from electronic sources.

Data Re-creation Costs - Coverage for the cost of a professional firm hired by the insured
to research, recreate and replace lost or corrupted data from non-electronic sources.
Sublimit varies based on Computer Attack limit selected.

System Restoration Costs - Coverage for the cost of a professional firm hired by the
insured to restore its computer system to its pre-attack level of functionality by replacing
or reinstalling software, removing malicious code and correcting the configuration of the
insured’s computer system.

Loss of Business - Coverage for business income lost by the insured and extra expenses
incurred by the insured during the period of time when system and data recovery activities
are taking place. Sublimit varies based on Computer Attack limit selected.

Public Relations Services - Coverage for assistance from a professional public relations
firm in communicating with outside parties concerning the Computer Attack and the
insured’s response. Subject to a sublimit of $5,000.

2) Limited Coverage

a)
b)

Data Restoration Costs

System Restoration Costs

b. Cyber Extortion Coverage is available as an additional option for Full or Limited coverage.
Coverage is provided for the cost of a professional firm hired by the insured to investigate and
negotiate a cyber extortion threat — a credible threat or series of threats to launch a potential
denial of service attack against an insured. Cyber Extortion Coverage is subject to a sublimit of
$10,000 or $25,000, each being available for use with all Computer Attack Limits.

Discovery of the attack must occur during the policy period. Coverage does not apply to breaches
that occur prior to the first inception of the coverage.

c. Cyber Liability Coverage can be offered on a Full or Limited basis and provides coverage for:

1

2)

Full Coverage

a) The breach of third party business information

b) The unintended propagation or forwarding of malware

¢) The unintended abetting of a denial of service attack

Limited Coverage

a)
b)

The unintended propagation or forwarding of malware

The unintended abetting of a denial of service attack
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There need not be a covered loss under the first party Computer Attack coverage in order for there to
be a loss under the third party Cyber Liability coverage.

The Cyber Liability limit is separate from that afforded under the Computer Attack Coverage. Limits
cannot be combined or stacked. Only the limit in force during the policy period when notice of the suit
was first received by the insured will apply.

Receipt of notice of the suit must occur during the policy period, and the suit must arise from an event
that occurs after the first inception of the coverage.

The coverage will be defense within the limits.

d. Electronic Media Liability Coverage is available as an additional option for Full or Limited
coverage. Coverage is provided for defense and settlement costs in the event that a third party
claimant sues the insured alleging that the insured’s electronic communications resulted in
defamation, violation of a person’s right of privacy, interference with a person’s right of publicity
or infringement of copyright or trademark.

e. For details of CyberSecure Coverage refer to the following:
e Coverage Form: CY 00 01
e Coverage Declarations: CY 50 00
Eligibility
Insured entities are eligible unless they are in the generally excluded classes of: Adult Business,
Gambling or Gaming, Financial Institutions, Municipalities and Schools, Colleges and Universities.
Coverage Limits
Refer to the Rate Table for available limits.
Deductible
Refer to the Rate Table for available deductibles.

Supplemental Extended Reporting Period

A Supplemental Extended Reporting Period of one year immediately following the effective date of
termination of coverage may be purchased for an additional premium of 100% of the full annual
premium applicable to this coverage. This applies only to the Cyber Liability Coverage. Use
Supplemental Extended Reporting Period Endorsement for CyberSecure Coverage— CY 02 00
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Rate Table

The premiums below are annual gross premiums per Policy for the chosen coverage, limit and
deductible

option. Premiums may be pro-rated for short or odd term Policies.

Except for the Risk Modification factors below, these premiums are not subject to further modification
by the

application of any other factors (e.g. company deviations, or expense modifications).

Computer Attack Computer Cyber 3 Party Data Loss of ;Lélba:tlicons Cvber Electronic

Limit/ Cyber Liability Attack Liability Business Re-creation | Business Services E>)</tortion Media Premium
Limit Deductible Deductible Information | Limit Limit Limit Liability
$50,000/$50,000 $1,000 $1,000 n/a n/a n/a n/a $10,000 Included $97
$100,000/$100,000 $1,000 $1,000 Included $5,000 $10,000 $5,000 $10,000 Included $321
$250,000/$250,000 $10,000 $10,000 Included $12,500 $25,000 $5,000 $25,000 Included $680
$500,000/$500,000 $10,000 $10,000 Included $25,000 $50,000 $5,000 $25,000 Included $842
$1,000,000/$1,000,000 | $10,000 $10,000 Included $50,000 $100,000 $5,000 $25,000 Included $975

Cyber Extortion Limit Option:

The base Cyber Extortion Limit of $10,000 may be increased to $25,000 for a $62 additional premium.
Risk Modification

For increased limits of $250,000, $500,000 and $1,000,000 use the following criteria to determine the
Risk Modification Factor to be used for rating. Assign debits and credits based on the following
categories. Add the debits and credits, convert to a decimal form and add 1.00 to create a factor to
modify the premium. Multiply the premium above by this factor. The total debit or credit cannot
exceed 25%.

Risk Characteristics Range of Modifications
Modification Credit Debit
Quality of Management 10% 10%
Cyber Controls 10% 10%
Network Dependence 10% 10%
Loss or Claim History 10% 10%
Risk Management 10% 10%
Industry Risk 10% 10%

Minimum Premium
This coverage is not subject to a minimum premium.
In-term Coverage Request

This endorsement may be added at the anniversary of the policy or may be added in-term.
CYBERSECURE Coverage deductible, limit and coverage changes may only be made upon the
anniversary of the addition of the CYBERSECURE Coverage Form.
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State Auto Insurance Companies
Explanatory Memorandum
CyberSecure Coverage

We have developed a new product solution, CyberSecure Coverage, that responds to the threat of
unauthorized intrusion into or interference with an insured’s computer systems. This product includes
coverages that address damage to data and systems from a computer attack and the liability that may
arise from insufficient systems security.

The rates for this product have been developed in the absence of credible data specific to the applicable
coverages. The Hartford Steam Boiler Inspection and Insurance Company (HSB) developed these
charges primarily from publicly available data about events that would be covered by this program;
various studies conducted by the Computer Security Institute Computer Crime and Security Survey,
Ponemon Group, Graziado Business Review, National Cyber Security Alliance and Symantec; and
expert elicitation.

Our CyberSecure Coverage comprises two coverage components: First Party Computer Attack
Coverage and Third Party Cyber Liability Coverage. These two coverage components are independent
and can be offered separately or together.

Computer Attack Coverage
This first party coverage is triggered by the insured’s discovery that a computer attack has affected a
computer system owned or leased by the insured and under the insured’s control.

A computer attack may be:
o A hacking event or other instance of an unauthorized person gaining access to the computer
system
e An attack against the system by a virus or other malware
¢ A denial of service attack against the insured’s system

Discovery of the attack must occur during the policy period. Coverage does not apply to breaches that
occur prior to the first inception of the coverage.

Computer Attack Coverage can be offered on a Full or Limited basis:
Full Coverage

o Data Restoration Costs - Coverage for the cost of a professional firm hired by the insured to
replace lost or corrupted data from electronic sources.

¢ Data Re-creation Costs - Coverage for the cost of a professional firm hired by the insured to
research, recreate and replace lost or corrupted data from non-electronic sources. Sublimit varies
based on Computer Attack limit selected.

o System Restoration Costs - Coverage for the cost of a professional firm hired by the insured to
restore its computer system to its pre-attack level of functionality by replacing or reinstalling
software, removing malicious code and correcting the configuration of the insured’s computer
system.

e Loss of Business - Coverage for business income lost by the insured and extra expenses
incurred by the insured during the period of time when system and data recovery activities are
taking place. Sublimit varies based on Computer Attack limit selected.

e Public Relations Services - Coverage for assistance from a professional public relations firm in
communicating with outside parties concerning the Computer Attack and the insured’s response.
Subject to a sublimit of $5,000.

Limited Coverage
o Data Restoration Costs
e System Restoration Costs

Multi-State
Page 1 of 4



State Auto Insurance Companies
Explanatory Memorandum
CyberSecure Coverage

Cyber Extortion Coverage is included in the Computer Attack premium. Coverage is provided for the
cost of a professional firm hired by the insured to investigate and negotiate a cyber extortion threat — a
credible threat or series of threats to launch a potential denial of service attack against an insured. The
limits for Cyber Extortion are as reflected in our Gross Premiums table below.

Rate Development

Frequency was derived from data gathered from the 2011 Computer Security Institute Computer Crime
and Security Survey and from the HSB/Ponemon survey. Severities were calculated for three of the sub-
coverages (data restoration, data recreation and systems restoration) using data drawn from the
HSB/Ponemon survey and from the 2003 Graziado Business Review which were then combined with
dollar amounts that represented the costs of repairing various kinds of covered damages. These costs
were obtained from a variety of IT repair resources, including surveys and published rates.

We also drew upon data from a Carnegie Mellon University research thesis; a 2014 Fox IT CryptoLocker
Ransomware Intelligence Report; a 2014 Dell SecureWorks Ransomware Threat Analysis; and several
media reports about various instances of cyber extortion.

The following factors were used to develop the Computer Attack loss cost:

Limit $ 50,000($ 100,000($ 250,000|$% 500,000 |$ 1,000,000
Freq 0.25% 0.25% 0.25% 0.25% 0.25%
Sewrity |$ 12,600 | $ 36,400 | $ 118,100 |$ 156,300 | $ 185,300
Loss Cost| $ 3150 | $ 91.00 | $ 295.25 | $ 390.75 | $ 463.25

The following was used to develop the Cyber Extortion loss cost for the buy up option:

Limit $25,000
Frequency .25%

Severity $17,400

Loss Cost $43.50

Cyber Liability Coverage

This third party coverage is triggered by the insured’s receipt of notice of a Cyber liability suit. The Cyber
liability suit can be a civil action, an alternate dispute resolution proceeding or a written demand for
money.

Cyber Liability Coverage can be offered on a Full or Limited basis and provides coverage for:

Full Coverage
e The breach of third party business information
e The unintended propagation or forwarding of malware
¢ The unintended abetting of a denial of service attack

Limited Coverage
e The unintended propagation or forwarding of malware
o The unintended abetting of a denial of service attack

Multi-State
Page 2 of 4



State Auto Insurance Companies
Explanatory Memorandum
CyberSecure Coverage

There need not be a covered loss under the First Party Computer Attack Coverage in order for there to
be a loss under the Third Party Cyber Liability Coverage.

The Cyber Liability limit is separate from that afforded under the Computer Attack Coverage. Limits
cannot be combined or stacked. Only the limit in force during the policy period when notice of the suit
was first received by the insured will apply. The coverage is defense within the limits.

Electronic Media Liability Coverage is included with the Cyber Liability premium. Coverage is provided
for defense and settlement costs in the event that a third party claimant sues the insured alleging that the
insured’s electronic communications resulted in defamation, violation of a person’s right of privacy,
interference with a person’s right of publicity or infringement of copyright or trademark.

Receipt of notice of the suit must occur during the policy period, and the suit must arise from an event
that occurs after the first inception of the coverage.

Rate Development

Frequency for each of the kinds of disputes that are covered was based on how often these disputes
arose in the public realm and were adjudicated. HSB began with an initial frequency for each of the
coverages. For example, a dispute about the transmission of malware always begins with the insured
itself suffering a malware attack; a dispute about the insured’s participation in a denial of service attack
also always begins with the insured itself suffering a malware attack; and a dispute about a breach of
third party business information always begins with such a breach. A frequency for each of these initial
events was obtained from the Ponemon and Computer Security Institute surveys and from a 2012 survey
conducted by the National Cyber Security Alliance and Symantec.

HSB interviewed several lawyers that focus their practices in the cyber area and asked them to quantify,
for each kind of dispute, how much it costs to take it to summary judgment, what percentage of disputes
go beyond summary judgment, how much it costs to take the dispute to trial, etc. This expert elicitation
process produced the severity estimates.

The following factors were used to develop the Cyber Liability loss cost:

Limit $ 50,000[$ 100,000|$ 250,000 % 500,000 % 1,000,000

Freq 0.171% 0.171% 0.171% 0.171% 0.171%

Severity $ 21,300 | % 78,200 ($ 105,800 |$ 116,400 | $ 128,000

Loss Cost| $ 36.42 | $ 133.72 | $ 180.92 | $ 199.04 | $ 218.88
Multi-State
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Gross Premiums

State Auto Insurance Companies
Explanatory Memorandum
CyberSecure Coverage

We applied an expense and profit load of 30% to arrive at the following options for Computer Attack
Coverage and Cyber Liability Coverage:

Public

Computer tack timit | “Gtacc | viabiity | S0 | creaton | sueiness | foations | Grber | “laila” | premium
Deductible | Deductible Limit Limit Limit Liability
$50,000/$50,000 $1,000 $1,000 n/a n/a n/a n/a $10,000* Included $97
$100,000/$100,000 $1,000 $1,000 Included $5,000 $10,000 $5,000 $10,000* Included $321
$250,000/$250,000 $10,000 $10,000 Included $12,500 $25,000 $5,000 $25,000 Included $680
$500,000/$500,000 $10,000 $10,000 Included $25,000 $50,000 $5,000 $25,000 Included $842
$1,000,000/$1,000,000 $10,000 $10,000 Included $50,000 $100,000 $5,000 $25,000 Included $975

*Cyber Extortion coverage can be increased to $25,000 for a charge of $62.00

Multi-State
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